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MEETINGS are held on
the third Wednesday
of the month at 7.30
pm, in the Hall at the

rear of
St Maryos
Church
Morphett Vale.
(Corner Bains Rd and
Main South Rd)

Visitors most
welcome
After three visits,
visitors will be
requested to become
members.

Cost $3 per person,
which includes the
Newsletter, plus coffee
tea and biscuits.
Subscriptions for
twelve months
Single $20
Family membership
$30

Novice and
experienced compute
users will be warmly

welcomed
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As you know, our esteemed Yardbroom and his lovely
wife are hotfooting, sailing and railroading across
&rlafa%ahd Maska, so no awesome report for you this

month.

Again, just a reminder of our AGM next month.

Happy
Computing

Our next meeting is scheduled for

Wednesday 18th October, 2017

Topic: it will be our AGM!
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The Committee in 2016/ 2017

Committee Members
Southern Districts Computer Users Club, 2017

L-R: Dean Howard: Trevor Francis (Secretary): Linda Kirby:
Anne Leddra: June Harman: Jim Greenfield: Wanda McDonald:
Jo Berkin: Cheryl McDonald (Treasurer): Lindsay Chuck:
John Kirby (Vice President): Lionel Leddra (President): Lorraine Loader.
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SEPTEMBER BIRTHDAYS

A very Happy Birthday to you all

SAPPHIRE

Trevor Francis

Wanda McDonald

Colin Hornby Ken Rowley

Editor s: Our apologies if we missed your birthday this
month, please see Bib or Bub or someone at the desk.
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THI'S MONTHO6S MEETI N

Email, for many people, is one of the main reasons
for having a computer.

Trevor s presentation co
session on Web & ISP emailing, and if you need to
download email to your computer to access it offline,
then consider coming along.

Thunderbird is a free program.

How to find WiFi Hotspots using Facebook.

The Facebook app on your device can help you locate available

hot spots at nearby businesses
L
Tap on your Facebook app to open. o
Tap on the More tab (3 dots in top right corner) .' A
Under the Apps section, tap See All W|'F|

Scroll down and tap on Find WiFi
Tap on Enable Find WiFi

A list of businesses will appear
Or you can tap on Map to see a map of WiFi hotspots.

You can tap on a business name and Facebook will provide
information about the business via their Facebook page, or give you
directions to their location.

Please note: you do not need an internet connection to use this
feature, and you can use WiFi when you get to the location.

MEETING RULES
We are allowed to use the facilit:i
Catholic Church Morphett Vale. (Corner Bains Road and Main South Road) in
return of a small fee plus respect for their property. We ask for your co-
operation in respect to the above. While we can not control what our
members do away from our club meetings, Piracy of copyright material can
not be condoned at our meetings.
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https://www.google.com.au/imgres?imgurl=http://static.wixstatic.com/media/18576f_57240dc212d8467fbea2147c747282f2.gif&imgrefurl=http://www.frenchtech.com.au/%23!it-services/c1foj&h=291&w=400&tbnid=r6nG9t9Lg-A09M:&docid=lxBoBTN9Sd6EtM&ei=JsDXVuK3JsOv0AS2k

LAST MONTHOS MEETI NG

A wild, wet and windy night saw many
(including 1 visitor) be brave enough to
come listen to Jason from IT&C Computers
gi ve a tal k on wh a-
streaming world of movie watching. I

Some choices are: s

/ 1.,[‘;. "- \
Netflix . This is a US company which has

been around since 1998 and wused to
that is). Internet streaming began in the US first in 2007 and now
operates in nearly every country. It has the largest library with over 1200

TV shows and 2700 movies. Cost can be $10 per month for 1 person on
standard HD or $14 per month for 2 people to watch at the same time.

Stan. Is Australian based company which offers subscriptions to
selected movies and TV shows/series. It has a choice of over 350 TV
shows and 1000 movies. Was a bit slow to take off but now has 1.5m
users after 6 months. Cost is slightly cheaper than Netflix.

Jason says NBN is great for Netflix: 2 things to look for -

1. Resolution - HD etc
2. Bit rate - quality videos.

Movies can get quite large to download. Netflix, for example:
0.7 GB (gigabyte) per hour of standard definition video
3 GB per hour for HD video (most popular)
7 GB per hour for Ultra HD

So, a 2 hour movie in HD (the most common subscription) will take up to
6 GB of data.

Catchup TV
Is free. Every major network has a different name and different apps and

they can be watched on all devices. Shows are usually kept on-line for
up to a month.
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ABC view

Ch7 Seven Plus

Ch9 Nine Now

Ch 10 Ten Play

SBS SBS On Demand

Fetch TV. Launched in 2010, Australian access to all other apps and can
get a mixture of movies, shows, free-to-air and catchup TV. Does cost
about $6 per month and have just added HD. Will cost $399 to buy the
Fetch black box.

Foxtel. Is an Australian PayTV company which is a bit more pricey than
the others - $104 per month for all packages. Does have the best
choice of live sport, new shows, blockbuster movies and catchup TV.

YouTube Red will allow streaming and do have some exclusive shows.

Facebook is starting a streaming service soon (Jason not sure when)
and wi || possibly be free as it cou

Spotify is a music streaming service which recently added off-line
watching.

Google Music is merging with YouTube. Can upload your own music to
their service.

Radio Stations have their own website services. Go into the website,
click and it will play music.

Jason warned us to be careful of scrupulous streamers as these could be
riddled with ads and popups which contain viruses. Best go to the
relevant website instead of the app.

Jason then showed Google Assist! Mleere isijustsoy 0 .
much these little gadgets can do - tell jokes, set timers, play songs etc.

Lionel thanked Jason for this wonderful insight into live -streaming
and then reminded all about our AGM in October and asked us to
consider joining the committee.



Why Browser Extensions are So Dangerous

Jim Greenfield said nover t he I
computers that I beli eve were |co
This has prompted him to request this article be put in the
newsletter. So Jim, here it is!!

Browser extensions are much more dangerous than most people
realise. These small tools often have access to everything you do online, so they
can capture your passwords, track your web browsing, insert advertisements into
web pages you visit and more. Popular browser extensions are often sold to
shady companies or hijacked, and automatic updates can turn them into malware.

If an extension has access to all the web pages you visit, it can do practically
anything. That doesnodtis dom@thesetthingst buteheyg r vy
can - and that should make you very, very wary!

Modern web browsers like Google Chrome and Microsoft Edge have a permission
system for extensions, but many extensions require access to everything so they
can work properly. Even an extension that just requires access to one website
could be dangerous, however. For example, an extension that modifies
Google.com in some way will require access to everything on Google.com and
therefore have access to your Google account (including email).

These arend6t Just cute, harmless | ittle
level of access to your web browser, and that makes them dangerous.

How safe extensions can transform into malware

Modern web browsers like Google Chrome automatically update your installed
browser extensions. If an extension requires new permissions, it will temporarily
be deactivated until you allow it. But, otherwise, the new version of the extension
will run with all the same permissions the previous version did. This leads to
problems.

In August 2017, the very popular and widely recommended Web Developer
extension for Chrome was hijacked. The developer fell for a phishing attack, and
the attacker uploaded a new version of the extension that inserted more ads into
web pages. Over a million people who trusted the developer of this popular
extension ended up getting the infected extension.

In many other situations, someone develops an extension that gains a large
amount of user s, but doesnodt necessafi
approached by a company that will pay a large amount of money to purchase the
extension. If the developer accepts the purchase the new company modifies the
extension to insert ads and tracking, uploads it to the Chrome Web Store as an
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This happened to Particle for Youtube, a popular extension for customizing
YouTube, in July 2017. The same thing has happened to many other extensions
in the past. Chrome extension developers have claimed they constantly receive
offers to buy their extensions. In addition to the hijacking and sale of
extensions, it is also possible that an extension is just bad news, and secretly
tracks you when you install it in the first place.

Chrome has been under attack due to its popularity, but this problem

affects all browsers. Firefox 1 s arg

use a permission system at all - every extension you install gets full
access to everything.

How to minimize the risk.

Hereds how to stay saf e: Use as few

much use out of an extension, uninstall it. Try to pare down your list of installed
extensions to just the essentials.

It is also important to only use extensions from companies you trust. For
example, an extension for customizing YouTube created by a random person you
have never heard of is a prime candidate for becoming malware. However, the
official Gmail Notifier created by Google, OneNote note taking extension
created by Microsoft, or LastPass password manager extension created by
LastPass will almost certainly not be sold to a shady company for a few thousand
bucks.

You should also pay attention to the permissions extensions require, when
possible. For example, an extension that only claims to modify one website
should only have access to that website. However, many extensions need
access to everything or access to a very sensitive website you want ot keep
secure (like your email). Permissions are a nice idea, but they are not too useful
when most things need access to everything.

ltds a fine |ine to walKk. Il n the
extension was safe because it was legitimate. However, the developer fell for a
phishing attack and the extension became malicious.

More on Browser extension security at: http://www.popularmechanics.com/
technology/security/al6741/browser-extension-security/

Thank you to Jim Greenfield for this article.
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SANDS COMPUTER GROUP
& BROADBAND FOR SENIORS |

Coordinator and Editor: Lindsay -Ehu-:l-:
E: Lind=ay_ chuck @amail oom

W http:f fsandsiif=styl= bfs wis . comysc=bfs

Laptop Issues

: Have you had any of these problems

:recently?

:* turned computer on and the Lock

i screen is black (no picture, date,
time and cursor are displayed.)

* Backgrounds in settings are black
i with white writing

* Some settings would not change
:* Computer is slow

§After being told of recent Windows§
: Updates, | suspected a Microsoft patch:

:may be the problem.

:In settings, Windows Update indicated :
imore updates were available, so we:
: proceeded to download and install the} :
:updates then rebooted the computer' :
: resol vie:
:did allow the default settings to be: :

‘This didnot

ireset.
:Changed the default for

gscreens setting from dark to light.
:Rebooted the computer.

: Computer was still slow, but the visual§

:issues were corrected.

:Several days later, the computer was: :

: operating normally.

:When you update Wlndows ensure§

: computer finishes
: updating before turning T

: iupdate older ones.
: isuggestions may overcome
: :iproblem.

_ the Lock§
:screen, and changed the background: : :
: :* Remove photos already backed up -:

Clear space on your Android

Smartphone or tablet,:
there is nothing worse:
than not being able to:
install a new app or:
The following:
this

* Cached app data - check your appé

storage setting screen and tap an:
individual app. Its amazing how:
much data apps store, the possible:
saving can be in the hundreds of:
megs. Tap settings > Storage >:
Cached data, then tap OK in:
confirmation window. :

" Pownloag folder ; -5 ag wilh youb ut

laptop or desktop, the downioads:
folder is a place often forgotten:
about, and should be cleaned out oné
a regular basis. :

the Google photos app will let you::
know how many pictures it can:
delete from local storage. Open:
Photo app > tap three line menué
button (top left corner of the screen):
> tap free up device storage > tap:
OK to pull trigger. :

§0ff. ;



New Windows Flaw

A new flaw has been found
in  Windows which could
allow a WannaCry like
attack. Microsoft is urging
users to update and install
the issued patch (Click
check for updates in Windows to check
your system is up to date).

Windows Search in Windows Server 2008
SP2, R2, SP1, Windows 7 SP1, Windows
8.1, Windows Server 2012 Gold, R2,
Windows 10 Gold, 1511, 1607, 1703 and
Windows server 2016 are all affected.

. Instapaper
| https://www.instapaper.com |

| Save anything. Read anywhere. |
- Available for iPhone/iPad and Android.
| Allows you to save articles, videos,
- cooking recipes, song lyrics while you are.
| browsing. One click to save, read and
| manage interesting things you find on the -
internet. |
| Instapaper syncs articles and videos-
across iPhone/iPad, Android phones/|
tablets and Kindle to read
. and view at a later time. |
| It also creates notes. I

Instapaper

Lindsayos ra! (D
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Block WiFi Thief, is an : /
Android app available in \%j
Play Store. When -
opened, it scans all devices on your
network. Check & remove any

device.

Photopea Free Online Photo
Editor , nicknamed Photoshop
online, you can save your work as
PSD, JPG, PNG and SVG.

Creates a new image or an image
from existing files on your computer.

.50 THEN I HIT 'ANY KEY'/

Stegangraphic Technique stacks on the rise.

You ar e not al one I f y ou havenot
Kaspersky Labs researchers have noted and comment on the rise of these
attacks, and are spreading the word on this technique.

What is it?

Code concealed in pictures.

Malware including updated trojans like Zerp, ZeusVM, Kins, Triton and
others. The attacks are difficult to detect as the file size remains the same,
and the aim is to steal financial information.



SCANM ALERT

Watch out for NBN scams

The ACCC is warning the community that scammers are pretending to be from
NBN to con victims out of their money and personal information.

Scamwatch has received 316 complaints this year about
scammers impersonating NBN with nearly $28,000
reported lost.

The three common scams reported that involve
scammers impersonating NBN are:

* Signing victims up to fake accounts - scammer s wi | | ring

them to the NBN for a low price. They will often demand payment be made
through itunes gift cards.

Gaining remote access to computers - scammers pretending to be from
NBN will call a victim with claims there are problems with their computer.

Phishing - scammers impersonating NBN will call victims to steal valuable
personal information like their name, address, Medicare number etc. The
scammer may tell them they are entitled to a new router, for example, and
say they need these personal detail

ANBN wi | | never phone you out of the
I'ts net wor k. NBN wi | | al so never ca
computer or request personal information. Finally, if someone asks you to pay
using an i Tunes card, it is 100% a s

People can protect themselves by following some tips.

* If in doubt, hang up the phone then call your retailer direct to check if the
person calling is a fraud.

* You can only connect to the NBN network by purchasing a plan through a
phone and internet service provider.

Never give your personal, credit card or online account details over the
phone unless you have made the call.

Never give an unsolicited caller remote access to your computer.

If you think you have provided bank or credit card details to a scammer, contact
your bank or financial institution immediately.
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